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1. Always backup your data 
2. Create complex passwords 

by using letters, numbers, 
and special characters.  

3. Change your passwords 
frequently. 

4. Do not use the same 
password twice or for 
different accounts. 

5. Use anti-virus software. 
6. Educate and train yourself 

on data protection. 
7. Make sure you are using 

https sites for secure 
online access. 

8. Use random, non-personal, 
information as your 
security questions answer. 

9. Do not give your password    
to anyone.  

10. Encrypt your data. 
 

Good Tool to Use 
Forensic Toolkit (FTK)   
 

FTK is computer forensics 
software made by AccessData. It 
can scan a hard drive to locate 
deleted files, look for text strings 
and has customizable data 
views.  
 

Another tool by AccessData is 
FTK Imager. Imager has the 
ability to save an image of a hard 
disk in one file or in segments 
that can be reconstructed at a 
later time. It calculates MD5 
hash values and confirms the 
integrity of the data before 
closing the files.  
 

Year-to-Date Metrics 
 

• Completed 15 data recovery 
jobs for Champlain College 
faculty, staff and students. 
 

• Examined over 9 terabytes 
of data. 

 

• Over 350 hours of Research 
& Development conducted.  

 

• Completed four Forensic 
Investigation cases for 
clients outside of Champlain 
College. 

 

• Staffed by 4 Student Interns, 
12 Student Workers, 9 
Student Volunteers, and 1 
Alumnus.  

The Senator Patrick Leahy Center for Digital 
Investigation (LCDI) is a world-class laboratory 
designed to international standards, focused on 
establishing and assisting with public and 
private sector initiatives surrounding 
cybercrime, digital forensics and information 
assurance. As a leader in the Digital Forensic 
higher education arena, Champlain College 
offers students an opportunity to learn more 
and participate in “real lab work” at both the -
undergraduate and graduate levels.  
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Upcoming Events: 
 

 Spring 2012 Career and Internship Fair  
March 26, 2012, 1:30PM-5:30PM 
Champlain College Argosy Gym & Fireside Lounge 
Burlington, VT 

 Secure World Expo 
Mar 26-27, 2012 
Secure World Expo 
Boston, MA 
 

 Computer Enterprise & Investigation Conference 
(CEIC) 
May 21-24, 2012 
Las Vegas, NV 
 

 Champlain College: Conference for Undergraduates 
in Technology (CUT) 
April 21, 2012 
Burlington, VT 

Data Recovery 
Have you ever deleted a file by mistake? 
Has your hard drive ever stopped working? 
Did the computer repair shop tell you they 
couldn’t help to get your data back? If you 
answered YES to any of the above, then you 
need to bring your digital device to the 
professionals. Let our world-class team 
discuss your options with clear and 
measurable results. LCDI does a number of 
data recovery jobs for Champlain College IS 
Department’s Help Desk.  Our expertise in 
data recovery assists the Help Desk 
expedite jobs submitted by faculty, staff, and 
students. LCDI offers this service to all 
departments, faculty, staff and students at 
Champlain College.  If you have lost data 
come see us and let our team work on your 
problem. 
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10 Ways to  
Protect your Files 

Are you 
Attending? 

http://www.champlain.edu/career-services/career-and-internship-fair.html
http://www.secureworldpost.secureworldexpo.com/
http://www.ceicconference.com/
http://www.ceicconference.com/
http://cut.eventbrite.com/
http://cut.eventbrite.com/


  

“FORENSICATOR” 

 
 
 
 
 
 
 
 
 
 
 
 
Colby is a sophomore from Underhill, VT majoring 
in Computer and Digital Forensics at Champlain 
College. At the LCDI, Colby is involved in Research 
and Development of new and upcoming technology 
as well as Data Recovery. Currently, Colby is 
working on Live System.  Colby and his team are 
working on creating an environment where forensic 
investigators are able to view the computer live 
when they are off the scene and at the lab. 
 
Q: What’s your favorite part about working 
at the LCDI? 
A: All of the projects are assigned to a team, 
and we work together as a team, and if you 
have a question, you can ask anyone.  It is a 
very friendly and welcoming environment to be 
in. 
 

Q: Here’s the big debate:  Mac or Windows? 
A: Personally, I like both, but I think Apple 
makes better products.  I have always had 
Windows and I am more familiar with it, but if I 
could afford a Mac, I would buy one. 
 
Q: What is your favorite thing to do outside 
of class and work? 
A: My favorite thing to do outside of class and 
work is play video games and hang out with my 
friends. 
 
Q: What’s your favorite thing about your 
major? 
A: It’s so unique and different than many other 
majors.  We learn the basics of computers and 
Computer Forensics within the first two years 
and I have already learned so much. 
 
Q: How did you get started in digital 
forensics? 
A: I have always loved computers and forensic 
science and I knew that I wanted to major in 
some field of law.  I searched at Champlain 
College first because I was born and raised in 
Vermont and it was close to home.  I found the 
CDF major and heard that it was the best in the 
U.S. and I knew this is what I wanted to do. 
 

 

 
Recent Media Attention: 
 
WCAX:  http://bit.ly/wgcVmW 
 
Dedication of the Senator Patrick Leahy 
Center for Digital Investigation: 
http://bit.ly/FOer30 
 

It’s a funny word with a big meaning. If you search the web you will find a lot 
of information on what a forensicator is and what they do. In short, a 
forensicator is a term coined by BJ Lachner and popularized on the 
Cyberspeak podcast to describe a digital forensic examiner. A forensicator 
seizes, acquires and analyzes digital media, and may produce a report. The 
word sounds like a person with superpowers who is out to save the world 
and, in a sense, a forensicator does have a kind of superpower; their powers 
are in actively digging through digital data to find electronic evidence.  
 
At Champlain College, students in the Computer and Digital Forensic major 
learn to recover and investigate information found in computers and digital 
devices. We are teaching future forensicators how to use their powers to their 
fullest to aid the human population. At The Senator Patrick Leahy Center for 
Digital Investigation (LCDI) our student forensicators get to put those powers 
to the test. LCDI gives them the opportunity to hone their skills and master 
them by working on real world investigations and doing real world research 
and development.   
 
With the topics learned at Champlain and applied at LCDI, our student 
forensicators are able to get the experience needed in the digital forensic field 
to help them get the best jobs and be the best in that job. In the 
end, forensicator is a funny word to say but one that is a significant word in 
society. Champlain College is molding forensicators to help the universe, one 
superhero at a time.   
 LCDI 

175 Lakeside Avenue, 300A 
Burlington, VT 05401 
802-865-5744 office   
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In the field of high performance 
computers, there are millions of 
benchmarks and comparisons of 
different hardware, but none of these 
benchmarks focus on digital 
forensics. Frederick Morey and Neil 
Torpey are developing a benchmark 
to determine if it is better to buy a 
fully customized, professional high 
cost forensic computer or if it is 
possible to buy a high powered 
desktop computer from a retail store 
for much cheaper and get the same 
or better performance. The test is 
also designed to determine the speed 
at which each forensic program runs 
and which system runs the programs 
the fastest.  

 
These are only a few of the projects 
LCDI is currently working on or 
worked on. If you are interested in 
learning more about these or our 
other projects feel free to stop by The 
Senator Patrick Leahy Center for 
Digital Investigation and a student 
worker would be more than happy to 
give you a tour. 

LCDI research assistant Ethan 
Fleisher is working on documenting 
the forensic features of Microsoft 
Windows 8. This entails comparing 
and contrasting the Windows 7 and 
Windows 8 operating systems from a 
forensic standpoint in order to 
determine if there are any significant 
changes that will be either beneficial 
or detrimental to the forensic 
investigation process.  

 
LCDI has been tasked with outlining 
possible solutions for a mobile 
response vehicle that would be utilized 
by the Vermont Internet Crimes 
Against Children Taskforce. Tim 
Fernalld took the lead on this project 
and came up with specific mobile 
response vehicle solutions to 
accommodate acquisition of evidence 
including imaging and storage as well 
as previewing abilities. The vehicles 
will be outfitted with digital forensics 
tools, which will be dispatched to a 
crime scene containing digital 
evidence.  
 
Under the leadership of student 
volunteer Steve Miller, LCDI is 
researching a package for law 
enforcement that would include 
Volatility, an open source tool that will 
help law enforcement officers analyze 
memory captures. In the scope of this 
project LCDI will provide instructional 
materials on how to use Volatility 
effectively and how to explain its use 
in a court of law. Our goal is to look at 
the analysis component of Volatility 
and provide instructions on how to use 
Volatility in order to help law 
enforcement during investigation.  

Projects in the Works 
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With The LCDI’s Research 
Assistant, Colby Lahaie 

For more information 
about LCDI’s 
projects, please visit 
our website: 
 
http://computerforensics.
champlain.edu/resources
/case-studies 

 

http://computerforensics.champlain.edu/consulting-services/staff/colby-lahaie
http://bit.ly/wgcVmW
http://bit.ly/FOer30
http://computerforensics.champlain.edu/resources/case-studies/forensics-system-benchmark
http://computerforensics.champlain.edu/resources/case-studies/forensics-system-benchmark
http://computerforensics.champlain.edu/resources/case-studies/forensics-system-benchmark
http://computerforensics.champlain.edu/consulting-services/staff/ethan-fleisher
http://computerforensics.champlain.edu/consulting-services/staff/ethan-fleisher
http://computerforensics.champlain.edu/consulting-services/staff/tim-fernalld
http://computerforensics.champlain.edu/consulting-services/staff/tim-fernalld
http://computerforensics.champlain.edu/resources/case-studies
http://computerforensics.champlain.edu/resources/case-studies
http://computerforensics.champlain.edu/resources/case-studies
http://computerforensics.champlain.edu/resources/case-studies
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“Champlain College offers an array of computer and digital 
forensics courses—with certificates, on-campus and online 
bachelor’s degrees, and two distinct Master’s degrees.  And our 
programs are recognized by the National Security Agency and 
Department of Homeland Security. Whether you are a 
traditional-aged college student or a working professional, we 
have a digital forensics degree program to fit your needs”  
 

– CHAMPLAIN COLLEGE 2012 
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Champlain College  
Senator Patrick Leahy Center for Digital 
Investigation 
Phone: (802) 865-5744 
Email: LCDI@champlain.edu 
Address: 175 Lakeside Avenue, 300A 
Burlington, VT 05401 
 

Capstone 2012 
 

Senior Capstone in Computer and Digital Forensics Investigation is a 
course where students are expected to research new or emerging 
technology topics related to computer and digital forensics. Capstone 
Projects are intended to be intensive, active learning projects, 
requiring significant effort in the planning and implementation, as well 
as preparation of a substantial final written work product. Students 
are asked to reflect on their general and program specific education 
and provide context to their work.  
 
 
A few examples of current senior projects include: 
  Network Forensics dealing with Proxy Networks 

 

 P2P Investigation Guide 
 

 Android v. 4 Forensics (Ice Cream Sandwich) 
 

 System Restore/Rollback Software Analyzation 
 

 Volatile Memory Analysis – Identifying Rogue Executables 
 

 Digital Forensics of Biometrics 
 
 
 We will be posting brief overviews of current Champlain College 
Computer and Digital Forensics majors’ Senior Capstone projects. 
Here will be an opportunity to review the hard work of Champlain 
College seniors and see what four years of Computer and Digital 
Forensics classes can produce.  
 
 
For more information follow our blog postings: 
 

 http://computerforensics.champlain.edu/blog 
 

 
 
 

http://lcdi.champlain.edu/
http://www.facebook.com/LeahyCDI
https://twitter.com/
http://computerforensics.champlain.edu/contact-info-computer-forensics
http://computerforensics.champlain.edu/blog/capstone-project-network-forensics-dealing-proxy-networks
http://computerforensics.champlain.edu/blog/capstone-project-p2p-investigation-guide
http://computerforensics.champlain.edu/blog/capstone-project-android-v-4-forensics-ice-cream-sandwich
http://computerforensics.champlain.edu/blog/capstone-project-system-restorerollback-software-analyzation
http://computerforensics.champlain.edu/blog/capstone-project-volatile-memory-analysis-%E2%80%93-identifying-rogue-executables
http://computerforensics.champlain.edu/blog/capstone-project-digital-forensics-biometrics
http://computerforensics.champlain.edu/blog
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